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Abstract

Cybersecurity threats continue to evolve, posing significant risks to individuals, organizations, and communities,
particularly those in underserved regions. These communities often face barriers to accessing reliable digital literacy
programs, leaving them vulnerable to cyber threats and data breaches. This study explores the development of an
innovative model for advancing cybersecurity awareness programs tailored to underserved communities, emphasizing
sustainable digital literacy and long-term resilience. The proposed model integrates context-specific educational tools,
community-driven engagement strategies, and partnerships with local organizations and stakeholders to address
unique challenges in these areas. By focusing on accessibility, cultural relevance, and practical application, the model
aims to bridge the digital literacy gap, fostering a more inclusive approach to cybersecurity education. Key components
of the model include localized content development, gamified learning techniques, and continuous capacity-building
initiatives. Additionally, the program leverages digital platforms and mobile technology to extend its reach, ensuring
scalability and adaptability. The study evaluates pilot programs implemented in selected underserved communities,
assessing their impact on participants’ cybersecurity awareness, knowledge retention, and practical skills. Findings
demonstrate that community-tailored approaches significantly enhance participants’ ability to recognize and mitigate
common cybersecurity threats such as phishing, ransomware, and identity theft. Furthermore, the integration of
culturally relevant teaching methods and mobile learning technologies proves instrumental in increasing engagement
and reducing barriers to participation. The study concludes with recommendations for policymakers, educators, and
technology providers on fostering sustainable digital literacy through collaborative efforts. By addressing the unique
needs of underserved communities, the proposed model contributes to narrowing the cybersecurity awareness gap and
promoting equitable access to safe digital practices.

Keywords: Cybersecurity Awareness; Digital Literacy; Underserved Communities; Sustainable Education; Digital
Inclusion; Gamified Learning; Capacity-Building; Community Engagement; Cybersecurity Threats; Scalable Programs

1. Introduction

In today’s increasingly connected world, cybersecurity awareness has become a critical aspect of personal,
organizational, and national security. As digital platforms and services continue to expand globally, the threats posed
by cybercrime, data breaches, and identity theft are growing exponentially. While individuals in urban and economically
advanced regions are gaining greater access to digital security tools, underserved communities often remain vulnerable
due to limited access to digital literacy education and cybersecurity training (Adepoiju, et al., 2022, Bifulco, et al.,, 2022,
Huang, et al,, 2022). These communities face a wide range of challenges, including limited technological infrastructure,
low internet penetration, and inadequate cybersecurity knowledge, all of which contribute to their heightened
susceptibility to cyber threats.
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This disparity in digital literacy presents a significant issue, as underserved populations are often unaware of the risks
they face online and lack the necessary skills to protect themselves. The absence of proper cybersecurity awareness
programs in these communities can result in a perpetuating cycle of vulnerability, as individuals become targets of
phishing, identity theft, and other forms of cybercrime. Addressing this gap is crucial for ensuring that no community is
left behind in the fight against digital threats (Alsrehin, Klaib & Magableh, 2019, Jiang, et al., 2021).

The primary objective of this study is to develop a sustainable model for cybersecurity awareness tailored specifically
for underserved communities. By focusing on culturally relevant educational content and employing accessible delivery
methods, the model aims to foster long-term digital literacy and security practices. The approach will emphasize
scalable, community-driven strategies that prioritize engagement and retention, ensuring that cybersecurity education
becomes a lasting part of these communities’ digital development (Ganesh & Xu, 2022, Gudala, et al., 2022, Pavel, Tan &
Abdullah, 2022). Additionally, the model will address the digital literacy gap by integrating innovative teaching
methods, such as gamified learning and mobile-based platforms, which can reach a broader audience in regions with
limited infrastructure.

The significance of this effort lies in its potential to enhance digital safety across underserved communities, promoting
inclusivity and empowering individuals with the knowledge and skills necessary to navigate the digital world securely.
By advancing cybersecurity awareness, we can create a more resilient and informed digital society, reducing the risks
and challenges posed by cyber threats in vulnerable populations (Lim & Taeihagh, 2018, Magyari, et al., 2021, Singh &
Kathuria, 2021).

2. Literature Review

The rapid expansion of digital technology has brought about significant changes in society, transforming how we
communicate, work, and access information. As the digital landscape evolves, so too does the nature of cybersecurity
threats. Cyberattacks, such as phishing, ransomware, identity theft, and data breaches, have become increasingly
sophisticated and prevalent. For many individuals in underserved communities, particularly those in rural areas or low-
income regions, the dangers of cybersecurity threats are heightened due to limited digital literacy and access to reliable
security tools (Abughalieh & Alawneh, 2020, Chen, Wawrzynski & Lv, 2021). In this context, cybersecurity awareness
becomes a critical tool for mitigating the risks associated with online interactions. However, while the digital divide
persists, it is essential to understand both the nature of these threats and the barriers faced by underserved
communities to better design and implement effective cybersecurity awareness programs.

Cybersecurity threats are diverse and rapidly evolving, posing challenges for users across the globe. Phishing, one of
the most common types of attack, involves deceiving individuals into revealing sensitive information, such as
passwords, by pretending to be a trustworthy entity. Other prevalent threats include ransomware, where malicious
software is used to lock users' data and demand payment for its release, and identity theft, which can lead to financial
ruin and identity fraud (Adeniran, et al, 2022, Chauhan, et al, 2022, Wang, 2022). In underserved communities,
individuals are often targeted by cybercriminals because they are less likely to recognize or understand these types of
threats, making them more vulnerable to exploitation. For example, a user may unwittingly click on a fraudulent link in
an email or download a malware-infected app because they lack the knowledge to distinguish between legitimate and
malicious content. Additionally, deepfake technology and synthetic media are emerging threats that exploit the ability
to fabricate convincing images, videos, and audio. These new technologies are not only used to create deceptive content
for malicious purposes but can also compromise personal privacy and security by manipulating users into revealing
personal information or falling for scams (Arvin, Kamrani & Khattak, 2019, Camara, et al,, 2020, Wang, et al., 2020). In
the face of these threats, cybersecurity awareness becomes a vital tool for preventing attacks and empowering
individuals to make informed decisions about their online behavior. Muhirwe & White, 2016, presented the Path
Coefficients as shown in figure 1.

While cybersecurity threats continue to evolve, the issue of digital literacy in underserved communities remains a
significant concern. Digital literacy, which encompasses the knowledge and skills required to navigate the digital world
securely and responsibly, is a critical determinant of an individual’s ability to protect themselves online. However,
underserved communities often lack access to the necessary resources to acquire these skills, exacerbating their
vulnerability to cyber threats (Agu, et al., 2022, Kussl & Wald, 2022, Yuan, et al., 2022). Factors such as low internet
penetration, limited access to devices, and inadequate infrastructure contribute to the digital divide, which
disproportionately affects marginalized groups. Moreover, even when access to digital technology is available, many
individuals in underserved regions have limited experience with online safety practices, making them ill-prepared to
recognize and respond to cybersecurity risks.
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Figure 1 Path Coefficients (Muhirwe & White, 2016)

In addition to technological barriers, cultural and educational factors play a crucial role in shaping digital literacy in
underserved communities. In many cases, digital literacy programs are not tailored to the specific needs or contexts of
these communities, leading to disengagement or ineffective learning outcomes. For example, a generic cybersecurity
training program may not resonate with individuals who have limited formal education or experience with technology,
making it difficult for them to grasp complex cybersecurity concepts. Furthermore, language barriers and low levels of
education in these communities may hinder the effectiveness of training programs (Pawar & Patil, 2017, Shirazi &
Morris, 2016, Zhang & Fu, 2020). There is also the challenge of overcoming skepticism about the need for cybersecurity
education, as some individuals may not perceive digital threats as immediate concerns due to a lack of awareness or
understanding of their potential consequences. Without effective, culturally relevant interventions, these communities
remain at a higher risk of becoming victims of cybercrime. The Five Main Functions of Cyber Security Framework
presented by Perwej, et al., 2021, is shown in figure 2.

Figure 2 The Five Main Functions of Cyber Security Framework (Perwej, et al., 2021)

While several initiatives have been developed to improve cybersecurity awareness in underserved communities, these
programs often fall short in terms of scale, reach, and sustainability. One such initiative is the National Cybersecurity
Awareness Month (NCSAM), which has aimed to raise awareness of cybersecurity risks and promote safe online
behavior. However, NCSAM and similar campaigns tend to be short-term efforts that do not provide lasting education
or practical tools for individuals in underserved areas. These programs often target a broader audience without
addressing the unique needs of marginalized communities, leaving gaps in outreach and engagement (Hamdar, Qin &
Talebpour, 2016, Kolekar, et al.,,, 2021). Additionally, many existing programs rely heavily on formal educational
settings, which may not be accessible or appealing to individuals who lack the resources or time to participate.
Moreover, in some cases, the focus on general cybersecurity awareness does not go far enough in teaching specific,
actionable skills that can help individuals protect themselves from the most common online threats.
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To address these shortcomings, more tailored, sustainable approaches are needed that provide long-term solutions to
the digital literacy gap in underserved communities. One such approach is the integration of mobile technology into
cybersecurity awareness programs. Given the widespread use of smartphones, particularly in areas where access to
computers is limited, mobile-based solutions can provide an effective means of delivering cybersecurity education.
Mobile platforms can deliver training in a format that is accessible and engaging, enabling individuals to learn at their
own pace and revisit content as needed (Asaithambi,Kanagaraj & Toledo, 2016, Chen, Wawrzynski & Lv, 2021, Efunniyi,
et al,, 2022). Additionally, mobile-based programs can be easily scaled and updated, ensuring that participants have
access to the most current information about emerging cybersecurity threats.

Sustainability in digital education is also an essential consideration when designing cybersecurity awareness programs.
Traditional, one-off training sessions are insufficient for addressing the ongoing nature of cybersecurity threats. Instead,
sustainable programs must emphasize continuous learning and adaptation to changing digital environments. Best
practices for creating sustainable digital literacy programs include the use of community-based models that encourage
peer learning, participation, and collaboration (Azadani & Boukerche, 2021, Ige, et al,, 2022, Ojukwu, et al., 2022). In
these models, local community leaders and educators can play a key role in delivering content, ensuring that the training
resonates with participants and aligns with local cultural contexts. Peer-to-peer education can also enhance the
effectiveness of these programs by allowing individuals to share knowledge, experiences, and solutions to common
challenges. This model has the potential to create a more engaging and supportive learning environment, which is
essential for long-term success.

Furthermore, sustainability in digital education can be achieved by leveraging existing infrastructure and partnerships.
Collaborations between local governments, NGOs, and private sector entities can help pool resources and extend the
reach of cybersecurity awareness programs. For instance, partnerships with mobile service providers could enable the
distribution of cybersecurity training through SMS or mobile apps, making it more accessible to individuals who may
not have access to high-speed internet or advanced devices (Charouh, et al., 2022, Chauhan, et al., 2022). Additionally,
incorporating cybersecurity into the broader context of digital inclusion, such as efforts to improve internet access and
digital skills, can help ensure that digital literacy programs address the full range of challenges faced by underserved
communities.

The concept of integrating sustainable, community-driven cybersecurity education into underserved communities
holds significant promise for bridging the digital literacy gap. By building on existing models and adapting them to the
unique needs of these populations, it is possible to empower individuals with the knowledge and skills needed to protect
themselves from cyber threats (Agu, et al, 2022, Lim & Taeihagh, 2018, Samira, et al.,, 2022). The success of such
initiatives relies on designing programs that are culturally relevant, accessible, and adaptable, ensuring that individuals
in underserved communities are not left behind in the digital age. Ultimately, advancing cybersecurity awareness in
these areas not only strengthens personal security but also contributes to the broader goal of fostering a more inclusive,
digitally secure society.

3. Theoretical Framework

The development of effective cybersecurity awareness programs for underserved communities requires a
comprehensive theoretical framework that integrates various models of education, behavior change, and digital
inclusion. By understanding the unique challenges faced by these communities, including limited access to technology,
educational resources, and digital skills, it becomes possible to create programs that address these gaps while
promoting long-term sustainability (Abdi & Meddeb, 2018, Fu & Liu, 2020, Nikitas, et al., 2020). This theoretical
framework brings together community-centric education models, behavioral change theory, and the digital inclusion
paradigm, all of which are essential for developing a holistic approach to advancing cybersecurity awareness in
underserved areas.

A community-centric education model is grounded in the belief that learning is most effective when it is contextually
relevant, culturally sensitive, and delivered in ways that engage and empower local communities. Such models
emphasize the importance of local involvement in designing, implementing, and sustaining educational initiatives, as
well as the role of community leaders and stakeholders in fostering trust and engagement (Mozaffari, et al., 2020,
Muresan, 2021, Olayode, et al., 2020). In underserved communities, traditional top-down approaches to education often
fail to resonate with individuals who are disconnected from formal educational systems or who face barriers such as
language, socio-economic status, or limited access to digital resources. A community-centric approach recognizes that
knowledge must be co-created with the community, rather than imposed from external sources. By engaging
community members in the process, education becomes more meaningful, practical, and relevant to their daily lives.
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In the context of cybersecurity awareness, community-centric education can take many forms, such as training
programs led by local facilitators, peer-to-peer learning networks, and mobile-based platforms that reach individuals
where they are. Community leaders and trusted figures within the community can serve as conduits for disseminating
cybersecurity knowledge, as they are more likely to have the trust and credibility needed to influence behaviors (Li,
Elefteriadou & Ranka, 2014, Mena-Yedra, 2020, Yuan, et al,, 2019). Furthermore, localizing cybersecurity content
ensures that it addresses the specific risks and concerns faced by the community, rather than relying on generic
materials that may not be relatable or actionable. For example, in rural areas with limited internet connectivity,
educational content might focus on protecting devices from offline threats, such as physical theft or unauthorized access.
In urban settings with high internet penetration, the focus may shift to online safety and digital privacy. By tailoring
content to the specific needs of the community, community-centric models ensure that cybersecurity awareness is both
accessible and actionable.

Behavioral change theory is another key component of the theoretical framework for advancing cybersecurity
awareness. At its core, behavioral change theory focuses on understanding how individuals make decisions and what
factors influence their actions. In the context of cybersecurity, the goal is to not only raise awareness of digital threats
but also to promote lasting changes in online behavior (Hunter, 2022, Wang, 2022). One of the central tenets of
behavioral change theory is that individuals are more likely to adopt new behaviors when they perceive a clear benefit,
understand the consequences of their actions, and feel supported in making the change. For cybersecurity awareness
programs to be effective, they must go beyond simply providing information about risks; they must also motivate
individuals to adopt protective behaviors and incorporate them into their daily routines.

The most widely used models for understanding and promoting behavioral change include the Health Belief Model, the
Theory of Planned Behavior, and the Social Cognitive Theory. Each of these models emphasizes the importance of
perceived susceptibility to a threat, perceived severity of the threat, and the benefits of adopting protective behaviors.
In the case of cybersecurity, individuals may need to understand the risks of cyberattacks, such as financial loss, identity
theft, or privacy violations, and weigh these risks against the perceived inconvenience or difficulty of adopting
cybersecurity practices, such as using strong passwords or avoiding suspicious links (Peng, et al., 2020, Rui & Yan, 2018,
Silasai & Khowfa, 2020). Effective programs should highlight the potential consequences of not adopting protective
measures, while also demonstrating the ease and benefits of taking simple actions to secure one's digital life.

For example, programs that incorporate interactive and practical activities, such as workshops on creating strong
passwords or simulating phishing attacks, can help individuals develop the skills needed to protect themselves online.
Additionally, programs should provide ongoing support and reinforcement, helping individuals to internalize
cybersecurity habits over time. This might involve regular reminders, updates on emerging threats, or opportunities for
individuals to share their experiences and learn from others (Galterio, Shavit & Hayajneh, 2018, Hara, et al,, 2021). By
integrating behavioral change theory into cybersecurity education, programs can increase the likelihood that
participants will not only understand the risks but also adopt sustainable practices to mitigate those risks. The Goal-
Question-Outcomes (GQO)+Strategies Approach for Cybersecurity Education and Training Curricula Improvement and
Alignment to Cybersecurity Strategic Goals as AlDaajeh, et al., 2022, is shown in figure 3.

The digital inclusion paradigm is an essential element of the theoretical framework, as it ensures that cybersecurity
awareness programs are accessible and equitable, especially for underserved communities. Digital inclusion refers to
the idea that all individuals, regardless of their socio-economic background, geographic location, or physical ability,
should have the opportunity to access and benefit from digital technologies. It encompasses not only access to devices
and the internet but also the skills, knowledge, and confidence needed to use technology effectively and safely
(Adeniran, et al, 2022, Nikitas, et al., 2020). In the context of cybersecurity, digital inclusion is crucial because
individuals who lack digital literacy or who are excluded from the digital world are more likely to be unaware of online
risks and unable to take necessary precautions.

For cybersecurity programs to be truly effective, they must be designed with accessibility in mind. This means that
educational materials should be available in multiple formats, such as text, video, and audio, and should be accessible
on avariety of devices, including smartphones, which are the most widely used technology in underserved communities.
Additionally, programs must take into account factors such as language barriers, varying levels of educational
attainment, and cultural differences that may impact how individuals understand and engage with cybersecurity
concepts (Austin-Gabriel, etal., 2021, Guo,Li & Ban, 2019, Tian, etal., 2020). For example, offering cybersecurity training
in local languages, using culturally relevant examples, and ensuring that the materials are appropriate for individuals
with low literacy levels can significantly improve the effectiveness of the program.
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Figure 3 (GQO)+Strategies Approach for Cybersecurity Education and Training Curricula Improvement and
Alignment to Cybersecurity Strategic Goals (AlDaajeh, et al., 2022)

Digital inclusion also involves addressing the affordability and availability of technology. In underserved communities,
many individuals may not have access to high-speed internet or personal computers, which can create barriers to
participation in online cybersecurity training programs. To overcome these barriers, programs can leverage mobile
technology and offline resources, such as SMS-based alerts or printed guides, to reach individuals who may not have
access to the internet or who live in areas with limited connectivity. In addition, collaborations with local organizations,
governments, and private sector partners can help to expand access to digital tools and resources, ensuring that
individuals in underserved communities have the infrastructure needed to participate in cybersecurity education.

Ultimately, the digital inclusion paradigm underscores the importance of creating an equitable digital ecosystem in
which everyone, regardless of their background, has the opportunity to learn about cybersecurity, stay informed about
risks, and take proactive steps to protect themselves online. Without a focus on inclusion, cybersecurity awareness
programs may inadvertently perpetuate existing disparities, leaving certain groups more vulnerable to cyber threats.

Together, these three elements—community-centric education models, behavioral change theory, and the digital
inclusion paradigm—form a robust theoretical framework for advancing cybersecurity awareness programs in
underserved communities. By designing programs that are relevant to the local context, that motivate and support
lasting behavioral changes, and that ensure equitable access to digital resources, it is possible to create a sustainable
model for improving digital literacy and promoting cybersecurity in these communities (Alzubaidi & Kalita, 2016,
Baheti, Gajre & Talbar, 2018). This approach not only helps individuals protect themselves from cyber threats but also
contributes to the broader goal of creating a more digitally inclusive and secure society.
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3.1. Proposed Model for Cybersecurity Awareness

Advancing cybersecurity awareness programs to foster sustainable digital literacy in underserved communities is an
urgent need in our increasingly interconnected world. As digital technology permeates every facet of life, the risks
associated with cyber threats grow exponentially. For individuals in underserved communities, however, the barriers
to understanding and mitigating these risks can be insurmountable. A holistic approach to cybersecurity awareness,
grounded in the unique needs and resources of these communities, is essential for addressing these gaps and
empowering individuals to navigate the digital landscape safely.

A proposed model for advancing cybersecurity awareness programs focuses on integrating core components that are
tailored to the specific needs and circumstances of underserved populations. By utilizing localized content development,
gamified learning techniques, mobile technology, and continuous capacity-building initiatives, this model aims to create
a sustainable foundation for digital literacy. These components are designed to not only educate individuals but also
inspire them to adopt secure online practices as a way of life (Aksjonov & Kyrki, 2021, Soomro, et al., 2019, Tawari,
Mallela & Martin, 2018).

Localized content development is crucial for creating relevant and relatable cybersecurity awareness programs. For
underserved communities, particularly those that may have limited access to formal education or technological
resources, the key to effective engagement lies in ensuring that the content resonates with their lived experiences. By
developing materials that reflect local languages, cultural nuances, and community-specific digital behaviors, these
programs can enhance understanding and encourage participation (Ojukwu, et al., 2022, Torbaghan, et al., 2022).
Furthermore, content should address issues that are directly relevant to the community, such as protecting personal
data on mobile devices, identifying common online scams, and securing access to public services through digital
platforms. When community members see that the information being presented is pertinent to their daily lives, they are
more likely to internalize the concepts and adopt safe practices.

Gamified learning techniques offer another powerful tool in fostering digital literacy. The use of games, simulations, and
interactive learning experiences makes the process of acquiring cybersecurity skills more engaging, enjoyable, and
memorable. This approach taps into the inherent human affinity for play while simultaneously reinforcing key security
concepts, such as password management, recognizing phishing attempts, and understanding the importance of software
updates (Mukherjee & Mitra, 2019, Neal & Woodard, 2016, Sun & Elefteriadou, 2014). Gamification can also introduce
a competitive element, motivating individuals to apply what they have learned in a fun and challenging environment.
This strategy is especially effective in communities where traditional forms of learning might be seen as dull or
unappealing. Additionally, games can be designed to work across a range of devices, ensuring that individuals who may
not have access to computers but own mobile phones can still benefit from the program.

The integration of mobile technology is vital in reaching underserved populations, where access to computers and
broadband internet may be limited. Mobile phones, however, are ubiquitous and serve as a primary gateway to the
internet for many individuals in these communities. By creating mobile-friendly cybersecurity awareness programs,
organizations can ensure that digital literacy initiatives are accessible to a broader audience. Mobile applications, text-
based services, and multimedia content such as videos and podcasts are just a few examples of how technology can be
used to deliver valuable cybersecurity knowledge (Petraki, Ziakopoulos & Yannis, 2020, Rodrigues, et al., 2018). These
mobile-first approaches are not only cost-effective but also ensure that the learning materials are available anytime,
anywhere, giving users the flexibility to engage with the content at their convenience. Additionally, mobile platforms
can be used to push regular security reminders and updates, keeping individuals informed about emerging threats and
best practices.

Continuous capacity-building initiatives are essential for the long-term success of any cybersecurity awareness
program. Cybersecurity is a rapidly evolving field, and what is considered secure today may be vulnerable tomorrow.
For individuals in underserved communities to stay ahead of cyber threats, it is important that education does not end
with an initial training session. Instead, programs should focus on providing ongoing learning opportunities, such as
regular workshops, webinars, and refresher courses. These initiatives can be designed to keep participants informed
about the latest threats, security practices, and tools available to protect themselves online (Adeniran, et al,, 2022,
Benrachou, et al., 2022, Kussl & Wald, 2022). In addition to formal learning, capacity-building should include peer-to-
peer education, where community members who have mastered certain cybersecurity concepts can share their
knowledge with others. This creates a culture of learning and mutual support, strengthening the overall resilience of
the community against cyber risks.
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Stakeholder involvement plays a critical role in ensuring the success and sustainability of cybersecurity awareness
programs. Community leaders, educators, and policymakers must be actively engaged in these initiatives to foster a
supportive environment for digital literacy. Local leaders can act as champions for cybersecurity awareness, advocating
for its inclusion in local schools, community centers, and public spaces. Educators can integrate cybersecurity topics
into their curriculum, ensuring that future generations are equipped with the skills necessary to navigate the digital
world securely (Amado, et al., 2020, Eom & Kim, 2020, Ni, 2020, Zhang, et al., 2020). Policymakers, on the other hand,
can help create an enabling environment by allocating resources for digital literacy programs and encouraging public-
private partnerships to bridge the digital divide. Their involvement can also extend to creating legislation and policies
that promote digital safety and protect vulnerable groups from cyber threats.

Partnerships with technology providers and NGOs are also crucial in driving the success of cybersecurity awareness
programs. Technology companies can lend their expertise and resources to help develop high-quality, accessible
learning materials. They can also offer software and tools that can be used by individuals in underserved communities
to protect themselves online, such as antivirus programs, password managers, and encrypted messaging apps. NGOs,
particularly those with experience in community development and digital inclusion, can facilitate outreach efforts, help
tailor programs to the specific needs of local populations, and ensure that resources are effectively distributed (Abou
Elassad, et al., 2020, Ghanipoor Machiani, 2015, Ye, et al., 2018). By working together, these stakeholders can create a
comprehensive and sustainable model for cybersecurity awareness that is both relevant and impactful.

In conclusion, advancing cybersecurity awareness in underserved communities requires a multifaceted approach that
leverages localized content, interactive learning methods, and mobile technology. By focusing on continuous capacity-
building and engaging a diverse group of stakeholders, this proposed model aims to create a sustainable digital literacy
framework that empowers individuals to protect themselves and their communities from cyber threats. This model not
only equips people with the knowledge they need to stay safe online but also fosters a culture of digital responsibility
that can endure for generations to come (Huang, et al., 2022, Karbasi & O’Hern, 2022, Ozioko, Kunkel & Stahl, 2022). In
an increasingly digital world, this type of education is not just a necessity but a vital step toward ensuring that all
individuals, regardless of their circumstances, are equipped to thrive in the digital age.

4. Methodology

The methodology for advancing cybersecurity awareness programs in underserved communities is designed to ensure
that the programs are both effective and sustainable in fostering digital literacy. This approach is grounded in
understanding the unique needs and contexts of these communities and developing targeted strategies to improve their
cybersecurity knowledge. A well-structured methodology is essential for evaluating the program’s impact, refining its
components, and ensuring that it achieves its intended outcomes.

A key aspect of the methodology is the use of a mixed-methods approach, combining both quantitative and qualitative
research to provide a comprehensive understanding of how participants engage with the program and how their
knowledge evolves. This combined approach allows for a deeper insight into the effectiveness of the program, capturing
not only measurable changes in knowledge but also the lived experiences and perspectives of participants (Li, et al.,
2020, Maldonado Silveira Alonso Munhoz, et al.,, 2020). The quantitative aspect can include surveys that measure
specific knowledge gains, while qualitative data gathered through interviews and focus groups provide context and help
explain the numbers behind the data.

The data collection phase is fundamental in shaping the development of the program and assessing its impact. Surveys
and interviews with community members form the core of the data collection process, providing direct feedback from
participants about their understanding of cybersecurity before and after engaging with the program. Surveys can be
designed to evaluate knowledge about common cyber threats, best practices for securing digital devices, and awareness
of online privacy issues (Maldonado Silveira Alonso Munhoz, et al, 2020, Vemori, 2020). These surveys can be
administered both before the program begins (pre-assessment) and after its completion (post-assessment), allowing
for an analysis of how much participants have learned and retained. Interviews can further deepen the understanding
of the participants' experiences, revealing how well the program resonated with them, any barriers to learning they
faced, and the aspects of the program they found most useful. These interviews can be semi-structured, allowing for
flexibility while ensuring that key topics are covered.

Focus groups with educators and other stakeholders play a crucial role in the methodology. These groups provide an
opportunity to gather insights from those involved in delivering the program and those who support it. Educators can
offer feedback on the educational materials, teaching strategies, and the overall engagement of the participants. They
can also highlight challenges they face in communicating complex cybersecurity concepts to underserved populations
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and suggest ways to improve the training (AbuAli & Abou-Zeid, 2016, Essa, 2020, Katrakazas, et al., 2015). Stakeholders,
such as community leaders and local policymakers, can provide valuable insights into the program's alignment with
local needs, the potential for scaling it within the community, and the broader social and cultural factors that might
affect its success. By gathering input from a diverse range of individuals involved in the program, the focus groups
ensure that all aspects of the program are well-rounded and inclusive of different perspectives.

The pilot implementation of the cybersecurity awareness program is a critical step in testing its feasibility, effectiveness,
and scalability. Selecting underserved communities for the pilot programs is a thoughtful process, as the chosen
communities must represent a diverse range of socio-economic conditions, cultural backgrounds, and access to
technology. Communities with varying levels of digital access should be prioritized to understand how the program
performs across different contexts and what adjustments might be necessary (Zukarnain, Muneer & Ab Aziz, 2022). The
pilot allows for the testing of tailored cybersecurity training modules designed specifically for the local population,
ensuring that the content is relevant to their daily lives. For example, in communities where mobile phones are the
primary access point for the internet, the program could focus on mobile security practices, such as safe use of apps and
protecting personal information on mobile devices.

Delivering the cybersecurity training in these communities involves a combination of in-person workshops, mobile-
based learning, and online modules, depending on the technological resources available. In-person sessions can
facilitate direct engagement, hands-on demonstrations, and peer-to-peer learning, while mobile and online platforms
can extend the reach of the program to individuals who may not be able to attend in person due to logistical or financial
constraints (Zhang, et al.,, 2020). These training modules are designed to address the specific digital challenges faced by
underserved populations, such as protecting personal data, recognizing online scams, securing mobile devices, and
ensuring privacy when accessing online services. By delivering these training sessions in formats that align with
participants’ daily habits and preferences, the program becomes more accessible and impactful.

Data analysis is essential for understanding the effectiveness of the program and identifying areas for improvement.
The pre- and post-assessment of participants' knowledge provides quantitative data that can be used to measure the
knowledge gained throughout the program. This analysis helps quantify the success of the program in improving
participants' cybersecurity literacy, providing concrete evidence of the program's impact. A comparison of pre- and
post-assessment scores enables the identification of specific areas where participants may have struggled or where
further attention is needed. Additionally, tracking long-term retention of the knowledge gained can provide valuable
insights into the sustainability of the learning outcomes.

Thematic analysis of feedback gathered through interviews and focus groups is crucial for understanding the qualitative
impact of the program. This type of analysis helps identify recurring themes, such as common concerns or challenges
faced by participants, areas where they felt the program was most beneficial, and suggestions for improvement. For
example, feedback might reveal that participants found mobile security tips particularly useful, or that they struggled
to understand more technical concepts such as encryption or firewalls. By identifying these themes, the program
developers can refine the content to better meet the needs of the community, adjust delivery methods, and ensure that
the program remains relevant and engaging.

In addition to assessing knowledge and feedback, the data analysis process also helps evaluate the overall effectiveness
of the program's structure. This includes evaluating how well the program’s objectives align with the needs of the
community and whether the delivery methods were appropriate. For example, if the program was designed to be
mobile-first but participants in the pilot communities lacked reliable access to mobile phones, the data analysis could
reveal the need to adapt the program to incorporate more in-person or offline elements (Zukarnain, Muneer & Ab Aziz,
2022). Furthermore, the analysis of the community engagement during the pilot phase can provide insights into the
scalability of the program. If community members actively participate and demonstrate a willingness to continue
learning, it suggests that the program can be scaled to reach a broader audience.

The methodology for advancing cybersecurity awareness in underserved communities is designed to create a
comprehensive, sustainable approach to digital literacy. By integrating quantitative and qualitative research methods,
pilot testing, and ongoing data analysis, the program can be continuously refined and adapted to meet the evolving
needs of the community. The ultimate goal is to empower individuals to navigate the digital world securely, protecting
themselves from cyber threats and fostering a culture of digital responsibility that can extend across generations.
Through this methodology, cybersecurity awareness programs can transform the lives of underserved individuals,
helping them thrive in an increasingly digital society.
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5. Results and Discussion

The results and discussion of advancing cybersecurity awareness programs for underserved communities reveal
significant strides in improving digital literacy and cybersecurity skills, alongside challenges and key lessons learned
that are critical for refining and scaling the program. Through the implementation of a tailored model for cybersecurity
education, the impact on participants has been positive, with substantial improvements in awareness and skills.
However, as with any initiative of this nature, several barriers have emerged that require attention to enhance
participation and scalability (Zhang, et al., 2020). The lessons learned through this process provide valuable insights
into how such programs can be further developed to ensure their effectiveness and sustainability in diverse community
settings.

The impact of the model has been considerable in terms of improvement in cybersecurity awareness and skills.
Participants in the pilot program demonstrated marked gains in their understanding of basic cybersecurity concepts,
including the importance of securing personal devices, recognizing phishing attempts, and adopting safe practices when
using online platforms. Surveys conducted before and after the training sessions showed significant improvements in
participants' ability to identify common cyber threats and understand the steps required to protect themselves online
(Zukarnain, Muneer & Ab Aziz, 2022). Participants also reported a higher sense of confidence in their ability to navigate
digital spaces securely. This increased sense of security is crucial, as it empowers individuals to make informed
decisions about their online activities and safeguard personal information.

A key factor contributing to this success was the use of culturally relevant content, which enhanced engagement and
improved knowledge retention. By tailoring the training materials to the specific needs and experiences of the
community, the program was able to break down the barriers that often make traditional cybersecurity education feel
disconnected from real life. Localized content that incorporated community-specific examples, such as common scams
or threats faced by individuals in these communities, made the training more relatable and easier to understand.
Participants were able to see the direct application of the information in their daily lives, which increased their
motivation to engage with the program (Zwilling, et al., 2022). Furthermore, the use of local languages and culturally
appropriate references helped ensure that the material was accessible to a broader audience, including those with
limited proficiency in mainstream languages.

Gamified learning techniques also played a significant role in enhancing engagement. Participants, particularly in
underserved communities where traditional forms of learning may not always be as engaging, responded positively to
the interactive and enjoyable nature of the training. By incorporating elements of play into the learning process, the
program made complex cybersecurity concepts more accessible and memorable (AlDaajeh, et al, 2022). The
competitive aspect of gamification, where participants could test their knowledge and compare their scores with others,
created a sense of achievement and motivation to continue learning. This gamified approach was particularly effective
in communities where participants might have been skeptical about the value of cybersecurity education, as it made the
learning process more fun and less intimidating.

Despite these positive outcomes, several challenges were identified that affected both participation and scalability. One
of the most significant barriers was access to technology. While mobile phones are ubiquitous in many underserved
communities, the lack of reliable internet access and the use of outdated devices created challenges for the effective
delivery of online modules. Some participants faced difficulties in accessing training materials due to slow or
intermittent internet connections, which hindered their ability to complete the program (De Bruijn & Janssen, 2017).
Additionally, the cost of data for mobile phones posed a barrier for some individuals, limiting their ability to participate
in the program fully. To address this, the program could explore alternative delivery methods, such as offline modules
or community-based hubs with internet access, to ensure that those with limited access to technology are not excluded
from the training.

Another challenge was the diversity in digital literacy levels among participants. While some community members were
already somewhat familiar with basic cybersecurity concepts, others were entirely new to the digital world. This created
a gap in knowledge that required the program to be highly adaptive in its delivery. Some participants needed more
foundational training, while others were ready to tackle more advanced topics (White, 2016). Striking a balance
between catering to the needs of individuals with different levels of digital literacy posed a challenge in maintaining the
interest and engagement of all participants. Future iterations of the program could benefit from segmenting participants
based on their initial knowledge and providing more tailored learning pathways that allow individuals to progress at
their own pace.
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A significant challenge for scalability was the reliance on local community leaders, educators, and stakeholders to
deliver the program. While their involvement was essential for the program’s success in local communities, it also
created logistical challenges. Training local facilitators and ensuring they had the necessary skills and resources to
deliver high-quality cybersecurity education was time-consuming and required a substantial investment in capacity-
building (Uchendu, et al,, 2021). Furthermore, without ongoing support and training, the quality of the delivery could
vary, affecting the consistency of the program’s impact. To scale the program effectively, it will be important to develop
robust training programs for facilitators, along with a system for continuous support and feedback to ensure the
delivery of effective and up-to-date content.

Despite these challenges, the lessons learned from the pilot program offer valuable insights for refining the model and
improving its effectiveness. One key lesson is the importance of continuous adaptation and feedback. Throughout the
pilot, it became clear that the needs and preferences of the community were evolving, and the program needed to be
flexible in responding to these changes (Perwej, et al, 2021). Regular feedback from participants, educators, and
stakeholders allowed the program to be adjusted in real time, ensuring that it remained relevant and effective. For
instance, when it was discovered that certain topics were too complex for participants at lower literacy levels, the
training materials were simplified, and additional support was provided through one-on-one coaching sessions.

Another important lesson was the need to integrate ongoing support and reinforcement into the program. While initial
gains in knowledge were evident, sustaining those gains over time required continued engagement. To address this, the
program could include periodic refresher courses, follow-up workshops, and reminders through mobile text messages
or social media channels to keep participants informed about emerging threats and best practices. Continuous
engagement ensures that participants retain what they have learned and stay up to date with the evolving landscape of
cybersecurity (Stewart & Jiirjens, 2017).

The pilot also highlighted the significance of collaboration with external partners, such as technology providers and
NGOs, to ensure the program’s sustainability. By working with technology providers to secure resources like free or
discounted software, tools, and internet access, the program can alleviate some of the technological barriers faced by
participants. Partnerships with NGOs can also provide valuable expertise in community outreach and capacity-building,
helping to extend the reach of the program to more underserved populations.

In conclusion, the results of advancing cybersecurity awareness programs in underserved communities have shown
promising improvements in digital literacy, engagement, and knowledge retention. While challenges related to access
to technology, digital literacy levels, and scalability remain, the lessons learned from the pilot phase provide a solid
foundation for refining and scaling the program (Hasan, et al., 2021). By focusing on continuous adaptation, ongoing
support, and collaboration with external partners, the model can be further developed to empower underserved
communities with the skills and knowledge they need to navigate the digital world securely and confidently. This
approach holds the potential to create a more digitally literate society, reducing vulnerabilities and enhancing the
overall resilience of communities in the face of growing cyber threats.

5.1. Recommendations

Advancing cybersecurity awareness programs in underserved communities is essential for bridging the digital divide
and ensuring that all individuals are equipped with the necessary skills to navigate the increasingly complex online
world securely. As technology continues to evolve, so too do the threats that individuals face online, making it crucial to
establish sustainable models that empower communities to protect themselves from cyber risks (Kortjan & Von Solms,
2014). There are several recommendations that can help enhance the effectiveness, reach, and sustainability of
cybersecurity awareness programs. These recommendations encompass policy suggestions, strategies for
sustainability, and the importance of continued community engagement and partnerships.

First, policy initiatives can play a pivotal role in driving the adoption of cybersecurity awareness programs, particularly
in underserved regions where access to digital literacy programs may be limited. One of the primary policy
recommendations is to create incentives for cybersecurity education in underserved areas. Governments and
international organizations can introduce subsidies or grants that encourage educational institutions, non-profits, and
community organizations to implement cybersecurity training programs (Muhirwe & White, 2016). By providing
financial incentives, these entities can offer free or low-cost training to individuals who would otherwise not have access
to such resources. These incentives can also extend to the provision of digital tools, such as smartphones, tablets, or
internet connectivity, to facilitate participation in online learning modules. Providing these resources will help bridge
the technological gap in underserved communities, where access to devices and internet connections can be limited.
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Moreover, integrating cybersecurity education into formal education systems is another key policy suggestion. By
embedding cybersecurity awareness into school curricula at an early age, children and young adults can develop critical
digital literacy skills that will serve them throughout their lives. Integrating cybersecurity education into existing
subjects such as computer science, information technology, or social studies can ensure that students are exposed to
the fundamental concepts of online safety, data protection, and ethical online behavior (Martin, 2017). Moreover, this
integration should extend to higher education institutions, where specialized programs focused on cybersecurity can
be developed to nurture a new generation of cybersecurity professionals. As the demand for cybersecurity experts
continues to grow, these educational pathways will help meet the global demand for skilled workers while
simultaneously contributing to the overall digital security of underserved communities.

In addition to policy recommendations, strategies for sustainability are crucial for ensuring the long-term success of
cybersecurity awareness programs. One of the most effective strategies for sustainability is ongoing community
involvement. Cybersecurity awareness programs should not be seen as one-time interventions but rather as part of an
ongoing effort to build a culture of security within communities. This can be achieved by establishing local community
hubs or digital literacy centers that offer continuous training and support. These hubs can serve as safe spaces for
individuals to learn about cybersecurity, ask questions, and receive personalized assistance (livari, Sharma & Venta-
Olkkonen, 2020). By involving local community leaders, educators, and influencers in the delivery of training programs,
the initiative will be better rooted in the local context and more likely to resonate with the community. Additionally,
community leaders can help spread the message of cybersecurity awareness to a wider audience, ensuring that the
program reaches as many individuals as possible.

Another important aspect of sustainability is the need for flexible and adaptable training programs. As cybersecurity
threats evolve, so too should the content and delivery methods of training programs. The ongoing assessment of threats,
technological advancements, and the evolving needs of the community will help ensure that the programs remain
relevant and effective. This requires continuous investment in training facilitators and updating training materials to
reflect the latest developments in the cybersecurity landscape (Van Deursen & Van Dijk, 2014). Localized and gamified
learning approaches, which have been shown to be effective in engaging underserved communities, should also be
incorporated into these ongoing programs to maintain participant interest and motivation. By regularly evaluating the
effectiveness of training programs and incorporating feedback from participants, educators can ensure that the content
meets the needs of the community and addresses any gaps in knowledge.

Leveraging partnerships and funding opportunities is another critical strategy for the sustainability of cybersecurity
awareness programs. Collaboration with technology providers, non-governmental organizations (NGOs), and
international development agencies can help expand the reach and impact of the program. Partnerships with technology
companies can provide access to the latest tools, software, and resources that will enhance the learning experience for
participants (Dwivedi, et al,, 2020). For example, technology companies can donate cybersecurity software or provide
access to online learning platforms that are essential for the success of the program. Additionally, NGOs can offer
expertise in community mobilization, outreach, and evaluation, helping to ensure that the program is implemented
effectively and reaches the target audience.

Furthermore, seeking funding opportunities from both public and private sectors can provide the financial resources
needed to scale the program and ensure its sustainability. Governments, foundations, and corporate social
responsibility (CSR) initiatives often provide grants and funding for digital literacy and cybersecurity programs aimed
at underserved communities. By tapping into these funding sources, the program can secure the resources needed for
long-term success (Schwertner, K. 2017). Furthermore, as the program grows, it can create a model of self-
sustainability, where community members and local organizations take on a more active role in funding and delivering
the program. This approach can ensure that the program remains responsive to local needs and does not rely solely on
external funding.

In addition to leveraging partnerships, it is essential to incorporate a strong evaluation and monitoring framework into
the program. By regularly evaluating the program’s effectiveness, stakeholders can identify areas for improvement and
ensure that the objectives of the program are being met (Schmidt & Cohen, 2015). This evaluation process should
include both quantitative and qualitative measures, such as pre- and post-assessments of participants’ cybersecurity
knowledge, as well as feedback from participants, trainers, and community leaders. Continuous monitoring of the
program’s impact will help identify challenges early on and enable course corrections to ensure that the program
remains aligned with its goals.

Another recommendation is to incorporate a holistic approach to digital literacy that goes beyond just cybersecurity.
While cybersecurity education is critical, it should be integrated into a broader framework of digital literacy that
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encompasses other aspects of online behavior, such as privacy protection, responsible digital citizenship, and media
literacy. By broadening the scope of the program, communities can gain a more comprehensive understanding of how
to navigate the digital world safely and responsibly (Cascio & Montealegre, 2016). This integrated approach will also
help individuals become more aware of the broader implications of digital technology on their lives, empowering them
to make informed decisions about their online activities.

Lastly, creating a peer-to-peer support system can further enhance the sustainability and effectiveness of cybersecurity
awareness programs. In many underserved communities, peer relationships are highly influential, and individuals are
more likely to trust and learn from their peers than from external trainers (Lee, et al.,, 2018). By training local champions
or cybersecurity ambassadors within the community, the program can build a network of individuals who are
passionate about cybersecurity and are willing to share their knowledge and experiences with others. These peer
educators can play a vital role in reinforcing key messages, answering questions, and ensuring that the program has a
lasting impact.

In conclusion, advancing cybersecurity awareness programs in underserved communities requires a multifaceted
approach that combines policy initiatives, strategies for sustainability, and ongoing community engagement. By
providing incentives for cybersecurity education, integrating it into formal education systems, and leveraging
partnerships and funding opportunities, these programs can reach and empower a wider audience (Legner, etal., 2017).
Ongoing community involvement, adaptable training methods, and a broader approach to digital literacy will ensure
that the programs remain relevant, effective, and sustainable. Through these efforts, we can build a more digitally
literate and resilient society, capable of navigating the challenges of the digital age securely.

6. Conclusion

In conclusion, advancing cybersecurity awareness programs in underserved communities presents a crucial
opportunity to bridge the digital divide and ensure that individuals are equipped with the necessary skills to protect
themselves in an increasingly connected world. The implementation of such programs fosters digital literacy, which is
not only critical for personal security but also vital for the long-term empowerment of these communities. By addressing
barriers to participation, tailoring content to local contexts, and providing resources that resonate with participants,
these programs have shown promise in improving cybersecurity awareness and skills. However, challenges such as
limited access to technology, infrastructure, and financial constraints must be overcome to ensure the success and
sustainability of these initiatives.

The findings underscore the importance of localized and culturally relevant content, as well as the need for continuous
capacity-building initiatives. The integration of mobile technology, gamified learning approaches, and flexible, ongoing
training can greatly enhance engagement and participation, ensuring that individuals are empowered to navigate the
digital world securely. Moreover, partnerships with technology providers, NGOs, and local community leaders play a
pivotal role in scaling these programs and ensuring their long-term viability.

Looking forward, the future of advancing digital literacy through cybersecurity awareness lies in further collaboration
between governments, educational institutions, community organizations, and the private sector. As technology
continues to evolve, so too must the methods and tools used in cybersecurity education. Expanding access to digital
learning platforms, incorporating advanced cybersecurity concepts into formal educational curricula, and increasing
investments in underserved communities will be essential steps in advancing digital literacy. Furthermore,
strengthening the infrastructure for remote and mobile learning can help overcome geographical and economic
barriers, ensuring that cybersecurity education is accessible to all.

Future directions should also focus on the continuous refinement of training materials and delivery methods to stay
ahead of emerging cybersecurity threats. The model for advancing digital literacy should remain flexible, adapting to
the evolving needs of communities and addressing the dynamic nature of the cybersecurity landscape. Ultimately, a
sustainable approach to cybersecurity education will require the collective effort of stakeholders from various sectors,
all working together to create a more digitally literate and secure society for underserved communities.
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