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Abstract

A mobile ad-hoc network is a network without infrastructure where communication between nodes occurs in an open
medium, such as the air. This makes it susceptible to eavesdropping and various attacks, which can be categorized as
data traffic attacks (such as black-hole, grey-hole, DoS, etc.) and control traffic attacks (such as worm-hole, hello flood,
man-in-the-middle, etc.). This NS2 experimental simulation compares the disruption effects of black-hole and DoS
attacks in an identical network using the AODV routing protocol. The simulation aims to observe and analyze
parameters such as packet delivery fraction, end-to-end delay, normalized overhead, and residual energy in HKI-Reader.
Additionally, it demonstrates how malicious nodes are detected, removed, or isolated from the network to restore it to
its original state. HKI-Reader is a software application developed using PHP and JavaScript. It is designed to read
simulation results files for attacks and display them in a graphical user interface (GUI) for improved analysis and visual
observation.

Keywords: Black-hole attack; DoS attack; MANET; NS2

1. Introduction

MANET, also known as Mobile Ad-hoc Network, operates independently without relying on any infrastructure or base
station to establish, control, and secure communication. It is a cellular network in which all the nodes are connected
wirelessly and may be modified while in motion [2]. Therefore, it is susceptible to attacks because of its inherent
qualities. In addition to those above, “open medium, distributed nodes, the autonomy of nodes participation in the
network, lack of centralized authority which can enforce security on the network and distributed coordination and
cooperation are the reasons behind the inability to use the existing protocols [5]. Therefore, many protocols have been
devised in MANET [16].

Ad-Hoc On-Demand Distance Vector Routing protocol is a famous and widely used protocol in MANET. AODV belongs
to the reactive taxonomy of MANET routing protocols, and it's developed as an improvement to the sequenced Distance
Vector routing algorithm [9][7]. As a result, AODV uses a simple request-reply mechanism to discover routes [17]. The
transmission primarily relies on three packets from the source to the destination. The routing request (RREQ)
establishes a packet's path from the source to the destination. Once the route is established, the destination sends a
route reply (RREP) to the source. If no path to the destination or the link in the valid path breaks, an intermediate node
or the destination sends a route error (RERR) message [6][18].

Attacks in MANET vary from data traffic attacks to control traffic attacks, and one of the most famous data traffic attacks
is a black-hole attack. A Black-hole is a malicious node that publicizes its routing protocol as the short path to the
destination node with a publicizing of fresh routes regardless of checking its routing table, which attracts the source
node to send the packet towards it and, as a consequence, all the received packets will be dropped causes disruption in
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the network and disconnecting the communication between the source and destination [8]. In contrast, a DoS attack is
when the malicious node keeps sending packets, trying to consume as much bandwidth as possible to obstruct network
availability [3].

The structure of this paper is as follows: In the first section, titled "Related work," the paper explores the ongoing
research on Ad-Hoc networks, including the associated protocols and attacks. The second section, "Methodology,"
explains the specific mechanism and process used to achieve the paper's objectives based on a series of simulations.
The third section, "Results and Analysis," presents the results of these simulations and provides an analysis based on
these results. Section four will serve as the concluding part of the paper [21] [23].

2. Related work

A lot of research has been conducted in MANET for several reasons. One of the most important reasons is the very
challenging routing protocols used in MANET compared to well-known protocols in a traditional network, whether it’s
wired or wireless, and that’s due to the MANET fundamental structure [1][3][13]. These protocols are classified into
specific categories, and each category has particular features and drawbacks. The figure below shows the classification
of MANET protocols [2]:

Protocols

Zone-based
Hierarchical Link

State

mad Global State Routing

Figure 1 Routing Protocol in MANET

The subcategories underneath the flat class are the most widely used protocols in MANET where proactive, known as
table-driven routing protocols make the mobile node maintain a separate routing table or topology information which
contains the information of the routes to all the possible destination mobile nodes, which is updated periodically since
the movement nature of the topology [1][24]. Therefore, it doesn’t work well for large networks as the entries in the
routing table become too large since they need to maintain the route information to all possible nodes, which also
consumes high energy levels of the nodes [11]. Still, the delay time in small or medium networks is minimal since all the
nodes are always up to date. In contrast, reactive, known as on-demand routing protocol, the route is discovered only
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when it is required/needed [4]. Route discovery occurs by flooding the route request packets throughout the mobile
network [14][25]. It consists of two major phases: route discovery and route maintenance. Unlike proactive routing
protocols, reactive routing protocols consume less bandwidth and energy, but the delay time in small or medium
networks is a bit greater than that of proactive protocols. In contrast, in large networks, reactive performs much better
[15]. Hybrid routing protocol combines the advantages of both reactive and proactive routing protocols. These protocols
are adaptive and adapt according to the source and destination mobile node's zone and position. These protocols are
susceptible to attacks due to the communication mechanism and the structure of the MANET [23].

In traditional networks, attacks are categorized into two types: Active attacks refer to situations where the targeted
network is penetrated, resulting in a breach of its integrity or availability. Examples of such assaults include run-
somewhere attacks, data wiping, and DDoS attacks [19]. A passive assault is an attack that does not immediately hurt
or impact the victims. It involves breaching confidentiality through identifying and scanning activity, traffic analysis,
reading logs, spying, or eavesdropping. The primary distinction between active and passive assaults is in the actions
taken by the attacker. In active attacks, the attacker intercepts the connection and alters the information. In contrast, in
passive attacks, the attacker intercepts the transmitted information solely to read and analyze it without making any
modifications [10].

3. Methodology

To successfully execute the simulation and achieve the experiment's objective (identify the attack behavior, detect the
malicious node, and isolate the malicious node), modification of AODV.cc and AODV.h is a must. Modifying these files
makes the NS2 compatible with the (.tcl) file in which all the declaration of the nodes, type of nodes (malicious or not),
connection type, node movements, etc [12]. Exist. Moreover, the old trace file output of the simulation will exclude the
energy level consumption [22]. To include it, one line of code is added in the (.tcl) file to inform the simulation that the
results wanted to be in a new form. Hence, the energy model can be added to the (.tcl) file as well; the final step is to put
in place the necessary formulas for energy calculation along with other parameters calculations (PDF, Delay, overhead,
etc.) in the (.awk) file. It is worth noting that once the trace file is changed from old to new, it will cause a significant
alteration in the (.tr) file where all the results of the simulation exist; therefore, it's a must to change the column values
in (.awk) file otherwise it will be a mess in term of data integrity upon each parameter [20].

In this experiment, ten scenarios (five for each attack) have been successfully conducted, and the number of malicious
nodes in both attacks is identical in sequence (non-malicious, 1, 3, 5, and 8). Moreover, the simulation was performed
in a similar network (15 nodes in size of 750*750), and the traffic type used was CBR. The only difference is the (.tcl)
file configuration, which harmonizes with the two attacks conducted.

For both attacks, the performance properties or metrics used to compare two attacks:
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The subsequent figures depict an instance illustrating the simulation steps in NAM of a single malicious node in a black-
hole attack, elucidating the sequence and mechanism of the attack.

Figure 2 Start | Nodes are distributed in the network area

The third figure clarifies the communication between nodes, from node 0 to node 14, using CBR traffic.
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Figure 3 Node communication

Then, if the node is malicious and drops many packets, it is detected as a black hole and isolated, as shown in Figures 4
&5.
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Figure 4 Detect black hole node with dropping packets.
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Figure 5 Isolation of black hole node

After the Black Hole is isolated, the network returns to its normal state, and communication is established with all nodes,
as depicted in the accompanying figure.
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Figure 6 The communication back to normal after the isolation

In the following figure, an example will illustrate three malicious nodes engaging in a DoS attack, demonstrating the
transmission of numerous packets from these nodes to disrupt the network.
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Figure 7 Three malicious nodes disrupting the network by the extra volume of the sent

4. Results and analysis

The HKI-Reader is a graphical user interface (GUI) tool designed to facilitate the analysis and interpretation of
simulation outcomes related to network attacks, such as Black Hole and Denial of Service (DoS) attacks. Moreover, it
provides a clear visualization of the simulation results, allowing users to quickly understand and interpret the behavior
of the network during these attacks. The HKI-Reader enhances the efficiency of analyzing simulation data, enabling
researchers to gain valuable insights into the impact and characteristics of various network attacks.

The HKI-Reader has to part the upper part to show the delays for all malicious, and the bottom part shows the PDF,
routing overheads, and the average residual energy for each number of malicious selected from the down menu.
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The coming figures depict the analysis results for transitioning from a non-malicious to an attack involving eight
malicious nodes forming a black hole. Figure 8 illustrates no malicious node in the black-hole simulation. In the context
of a black-hole simulation, the term "No malicious node" refers to a scenario where no node within the network is
identified as malicious. When the HKI-Reader indicates "No malicious node," it means that during the simulation, none
of the nodes in the network exhibited behavior indicative of participating in a black-hole attack. Where the dropping
and PKT delivery ratio is equal.
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Figure 8 No malicious node in the black-hole simulation

Figure 9 identifies a single node within the network as malicious. When the HKI-Reader indicates "one malicious node,"
it means that during the simulation, one specific node in the network exhibited behavior consistent with participating
in a black-hole attack. The dropping ratio slightly increased compared with the PKT. A decrease in the PKT delivery
ratio may indicate the impact of these attacks on the network's performance, resulting in packet loss or disruption of
communication between nodes.

Blackhole Attack
Oelay In &l Elackhole .
=
=
LE]
Mormalized routing everheads  ® lvg Beshdual Encrgy [

[

Figure 9 One malicious node in the black-hole simulation

The scenario of the three malicious nodes refers to where three nodes within the network are identified as malicious,
as shown in Figure 10. Furthermore, when it indicates "three malicious nodes," three nodes within the network were
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identified as exhibiting behavior characteristic of malicious activity associated with a black-hole attack—a quarter of
the overall PKT delivery ratio.
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Figure 10 Three malicious nodes in black-hole simulation
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Figure 11 Five malicious nodes in black-hole simulation

The presence of "five malicious nodes" indicates that five nodes within the network displayed behavior consistent with
a black hole attack. Less than a quarter illustrates the PKT delivery ratio.
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Figure 12 Eight malicious nodes in black-hole simulation
The following figures depict the analysis result for DoS attacks from zero to 8 malicious DoS node attacks.
In the DoS simulation with zero malicious nodes, the HKI-Reader provides insights into the network behavior without

deliberate attacks. Figure 13 illustrates zero malicious nodes in the DoS simulation. The drop in PKT delivery ratio
appears to decrease sharply and remains similar to other scenarios.
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Figure 13 Zero malicious nodes in DoS simulation

In the DoS simulation with one malicious node, the HKI-Reader analyzes various parameters, including packet delivery
ratio (PKT delivery ratio) and other network performance metrics, by monitoring the impact of a single malicious node
on packet delivery and network behavior Figure 14.
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Figure 14 One malicious node in the DoS simulation

Similarly to Figure 15, the presence of three malicious nodes introduces a higher level of disruption and congestion to
the network compared to scenarios with fewer malicious nodes.
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Figure 15 Three malicious nodes in the DoS simulation

In the DoS simulation analyzed using the HKI-Reader, the presence of five malicious nodes exacerbates network
congestion and degradation, significantly impacting network performance. Additionally, the dropping ratio remains
consistently low, indicating sustained network resilience against the heightened malicious activity, as illustrated in

Figure 16.
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Figure 16 five malicious nodes in the DoS simulation

Finally, in Figure 17, despite the heightened malicious activity, the dropping ratio is consistently low, indicative of
sustained network resilience against the increased onslaught of malicious nodes.
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Figure 17 Eight malicious nodes in the DoS simulation

From the results figures mentioned, it’s visually possible to determine the affection of the malicious nodes in each
equivalent number of malicious in both attacks. As a result, a black-hole attack causes more disruption than Dos because
it drops all the packets once the malicious node has received them. The black-hole attack causes more disruption than
DoS because it drops all received packets, leading to a complete communication breakdown. Unlike DoS, which may
target specific resources, the black-hole attack indiscriminately intercepts and discards all incoming packets, resulting
in widespread service disruption and potential data loss. Its indiscriminate nature makes it challenging to detect and
mitigate effectively, prolonging its impact and severity.

It's worth noting that the delay time in a black-whole attack is opposite from the expected because all the nodes involved

in the network -passing the traffic - and after isolating the malicious nodes, the number of total nodes in the network
decreased; therefore, it will be faster to reach to the destination (less time), unlike the DoS simulation where all nodes
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don’t need to be involved in passing the traffic. In addition, the simulation couldn’t isolate the malicious nodes due to
the network size limitation in the eight malicious node simulations in black hole attacks.

5. Conclusion

In summary, the black-hole attack damages more frequently affect the network in this simulation even after the isolation
of the malicious node because that malicious node drops all packets from the beginning once it attracts the source node
as the shortest path until it is detected and isolated. In contrast, in a DoS attack, the nodes typically transfer the data
until the malicious nodes send many packets that the network can no longer handle, forcing the network to shut down.
Moreover, once it starts sending extra packets, it will also be detected and isolated. So, the stability and availability of
the network in case of a DoS attack depends on the network strength and hardness. Meanwhile, the current
configuration of the malicious node in the simulation has been set to a medium level of disruption, which means that
the network can resist and handle a sufficient number of packets until it loses or drops them.

Some mitigation actions can be taken in case of a black-hole attack, like collecting multiple RREP messages (from more
than two nodes) and thus hoping for numerous redundant paths to the destination node and then buffering the packets
until a safe route is found and maintaining a table in each node with the previous sequence number in increasing order.
Each node before forwarding packets increases the sequence number. The sender node broadcasts RREQ to its
neighbors, and once this RREQ reaches the destination, it replies with an RREP with the last packet sequence number.
If the intermediate node finds that RREP contains a wrong sequence number, it understands that somewhere, something
went wrong. While in a Dos attack, one of the mitigation techniques is to turn off the IP and block a particular attacker
node, another approach is by a technique that uses cryptographic puzzles in combination with game theory to force
possible malicious nodes to execute many computations before they get access to the resources of another node.
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